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1. Policy Statement
To define Rutgers University as a hybrid entity under HIPAA regulation, and to designate health care
covered components within the Hybrid entity according to Federal Regulation 45 C.F.R. §§ 164.103
and 164.105.
2. Reason for Policy
Rutgers University designated healthcare components are subject to University policy guiding
adherence to federal privacy and security laws pursuant to the Health Insurance Portability and
Accountability Act of 1996 (“HIPAA”) ,the Health Information Technology for Economic and Clinical
Health Act of 2009 (the “HITECH Act”), and the 2013 HIPAA Omnibus Rule (collectively, the “HIPAA
privacy and security standards”).
3. Who Should Read this Policy
This policy applies to and should be read by
I.

Units and functions impacted by the hybrid entity designation, including faculty, employees,
students, volunteers, trainees, and other persons whose conduct, in the performance of work
for Rutgers and/or its units, is under the direct control of such Covered Health Care
Components, whether or not they are paid by Rutgers.

II.

Any independent contractor, business associate or other vendor providing services and engaged
by the Rutgers Covered Entity.

III.

Any Rutgers University workforce member of any Rutgers school, unit or department that
engages in the provision, coordination, or management of health care and related services.

IV.

Any Rutgers University workforce member of any Rutgers school, unit or department which
receives on, transmits by or maintains in electronic media individually identifiable health
information for the provision of medical care to patients, health care billing and operations, or
engages in human subject research sponsored by federal, state or private programs.

V.

Other University departments that assist the Rutgers Covered Entities in certain activities
including, but not limited to, the Office of Enterprise Risk Management, Ethics and
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Compliance, the Office of Information Technology and the Office of the Senior Vice President
and General Counsel.
4. Resources
45 C.F.R. §§ Parts 160 and Parts 164, including 164.103, 164.105, including Health Information
Technology for Economic and Clinical Health (HITECH) Act of 2009 and Omnibus Rule of 2013.
Rutgers University Policy 90.2.11, Policy for Subject Protection and the Institution Review Board
Rutgers University Policies - Section 100.1: HIPAA Policies.
5. Definitions
I.
Business Associates (BA): A business associate is any organization (an individual person can
be an organization, e.g. an independent consultant) that creates, receives, maintains or
transmits PHI on behalf of a covered entity (CE), including but not limited to the following:
A. A function or activity involving the use or disclosure of individually identifiable health
information, including claims processing or administration, data analysis, processing or
administration, utilization review, quality assurance, billing, benefit management, practice
management and re-pricing; or
B. Any other function or activity regulated by HIPAA privacy and security standards; or
C. Provides legal, actuarial, accounting, auditing, consulting, data aggregation (as defined in
CFR § 164.501), management, administrative, accreditation, or financial services to or for
Rutgers and/or its units, or to and/or for an organized health care arrangement in which
Rutgers and or its units participate, where the provision of the such service(s) involves the
disclosure of Protected Health Information.
II.

Covered Health Care Component(s):
A component or combination of components of a hybrid entity designated by the hybrid entity in
accordance with 45 C.F.R. 164.105(a)(2)(iii)(C). Those functions or components of a Covered
Entity the performance of which makes the entity a health plan, health care provider, or health
care clearinghouse.

III.

Covered Entity (CE): Either (1) a health care provider, (2) a health plan or (3) a health care
clearinghouse who transmits any health information in electronic form in connection with a
transaction covered by 45 CFR 160.103. Covered Entities must comply with the HIPAA privacy
and security standards and related state and federal law.

IV.

Hybrid Entity: A single legal entity whose business activities include both covered and noncovered functions; and that designates its health care components, documents the designation
and establishes appropriate safeguards in accordance with HIPAA between covered and noncovered functions.

V.

Individually Identifiable Health Information (“IIHI”): Individually identifiable is a subset of health
information, including demographic information collected from an individual, and created or
received by a health care provider, health plan, employer, or health care clearinghouse; and
A. Relates to the past, present, or future physical or mental health or condition of an
individual; the provision of health care to an individual; or the past, present, or future
payment for the provision of health care to an individual; and
B. That identifies the individual; or
C. With respect to which there is a reasonable basis to believe the information can be used to
identify the individual.
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For purposes of the Privacy Rule, genetic information is considered to be health information if
the genetic information can be identified as IIHI.
VI.

Protected Health Information (“PHI”): Protected health information means individually
identifiable health information that relates to the past, present or future physical or mental
health or condition of an individual, the provision of health care to an individual or the past,
present or future payment for the provision of health care to an individual and identifies or could
reasonably be used to identify the individual.
A. Protected health information includes all individually identifiable health information a
covered entity creates, receives, maintains or transmits in electronic form.
B. Protected health information received, maintained or transmitted by electronic media is
entitled ePHI. This policy considers ePHI a subset of PHI and includes ePHI within the
definition of PHI.
C. Protected health information excludes individually identifiable health information in: a)
education records covered by the Family Educational Rights and Privacy Act, as amended,
20 U.S.C. 1232g; b) records described at 20 U.S.C. 1232g(a)(4)(B)(iv); and c) employment
records held by a covered entity in its role as employer.
D. Relevant individually identifiable health information of deceased individuals should be
considered active PHI for 50 years after death.

VII.

Research: HIPAA uses the same definition as recognized by the University, which is the
federal Common Rule 45 CFR § 46.102(d), a systematic investigation designed to contribute to
generalizable knowledge. Under this definition, some demonstration and service programs
may include research activities.

VIII. Rutgers Covered Entity (RCE): The collective term referring to all units, schools or
departments that meet the definition of a Covered Entity under 45 CFR § 160.103 and are
required to follow the HIPAA privacy and security standards and related state and federal law.
IX.

Workforce: Faculty, employees, students, volunteers, trainees, and other persons whose
conduct, in the performance of work for Rutgers and/or its units, schools, institutes, centers,
faculty practice plans, and the like, is under the direct control of such entity(ies), whether or not
they are paid by Rutgers.

6. The Policy
I.

Rutgers University has designated itself a hybrid entity in accordance with 45 C.F.R. §§
164.103 and 164.105.
A. Rutgers University has determined that it performs both covered functions (e.g.:
outpatient services, including medical and dental care) and non-covered functions
(e.g.: academic departments conducting teaching activities).
B. By the adoption and implementation of this policy, Rutgers University designates itself as
a hybrid entity. Exhibit A, Declaration as a Hybrid Entity, lists the Rutgers University
components, including Business Associate-like division(s), which are designated as part
of the covered health care component.
C. Documents listing designation for Rutgers University’s covered health care components
shall be retained for at least six (6) years following any decision to terminate any division
or department from the health care components. Designations should be retained
indefinitely for on-going health care components.
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II.

The process to identify components to be part of the Rutgers Covered Entity ("RCE") is
complicated by the fact Rutgers engages in multiple covered functions and non-covered
functions with a mission that includes education, health care, and research. Workforce
members often have multiple roles, both covered and non-covered. It is recognized that as
the University grows, this designation may need to be revisited from time to time.

III.

The following criteria are used to determine whether a component or individual workforce
member is included in the RCE:
A. Health care covered components must include any component that would meet the
definition of a covered entity if that component were a separate legal entity.
B. Health care or health plan use or disclosure: When the creation, use or disclosure of
individually identifiable health information ("IIHI") is carried out by a Rutgers workforce
member within the purpose of a health care provider or health plan function, treatment,
payment or health care operations, the individual's identifiable health information is
defined as PHI, and the HIPAA privacy and security standards apply to those functions
and to the workforce members who carry out those functions. Because a covered
component is limited in how it can share PHI with a non-covered component, such noncovered component(s) of a hybrid entity may be subject to the HIPAA privacy and security
standards and related state and federal law.
C. Internal support departments which would require a BAA if the department were a
separate legal entity providing services to the RCE. Such departments are required to be
part of the covered health care component to the extent necessary.
D. A Rutgers component or workforce member that accepts PHI from an outside covered
entity, either through a BAA or contractual HIPAA language, is subject to HIPAA
requirements.
E. A Rutgers component that, or workforce member who, conducts research involving PHI,
the determination of which is a fact-sensitive, individualized determination.
1. Research components of a hybrid entity that function as health care providers and
conduct certain standard electronic transactions must be included in the hybrid entity’s
health care component(s) and be subject to HIPAA requirements and regulations. The
two key determinants as to whether or not IIHI is PHI are: 1) whether the function is
being performed by the health care provider or health plan and 2) the purpose for which
an entity or workforce member has received, created or maintained the medical
information. Functions and purposes which fall under HIPAA include treatment,
payment, or health care operations.
2. The hybrid entity is not permitted to include in its health care component a research
component that does not function as a health care provider or does not conduct
business associate-like functions. For example, a component that conducts purely
records research and is not performing covered or business associate-like functions
would not be included in the hybrid entity’s health care component.
3. Research components that function as health care providers, but do not conduct
electronic transactions may, but are not required to, be included in the health care
component(s) of the hybrid entity. For example, if the university has a research
laboratory that also functions as a health care provider, but does not engage in
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specified electronic transactions, the university as a hybrid entity has the option to
include or exclude the research laboratory from its health care covered component.
4. IIHI created and/or used solely for research purposes within a Rutgers covered
component will be considered PHI, and thus subject to the requirements of HIPAA.
5. IIHI created and/or used by researchers within non-covered components may or may
not be subject to HIPAA requirements.
a. A researcher within a non-covered component who is not functioning as a health
care provider and who creates IIHI, the IIHI is not PHI and is not subject to the
privacy and security rules of HIPAA.
b. A researcher within a non-covered component who is also a health care provider
and who creates IIHI in connection with health care provider activities, the IIHI is
PHI subject to HIPAA. In this instance, the research department should be
considered to become a permanent part of RCE or part of RCE for the duration of
that research.
6. IIHI that is created as PHI and is needed for research purposes may be disclosed to
the researcher (the same individual healthcare provider who is also a researcher may
disclose PHI to himself or herself in the research role) pursuant to the IRB approval
process, which includes proper patient authorization or IRB waiver of authorization.
After the PHI is properly disclosed in the research setting, the IIHI transferred to the
research setting may no longer be subject to the requirements of HIPAA. In certain
cases, such as interventional clinical trials, if the IIHI or a copy of the IIHI is kept in the
patient's medical record, this IIHI is PHI and subject to HIPAA. However, if IIHI is
created, used, maintained and permanently segregated through the creation of a
research record, that IIHI in the research record is not PHI.
F. Student treatment records created by a Rutgers health care provider are FERPA records
and excluded from HIPAA.
IV

The RCE must ensure that:
A. A covered component does not disclose PHI to a non-covered component as prohibited by
HIPAA, as if the health care component and the non-covered component were separate
and distinct legal entities; and
B. If a workforce member of a covered component also has workforce duties or
responsibilities in non-covered components, such workforce member must not use or
disclose protected health information created or received in the course of or incident to the
member’s work within the covered component in a way prohibited by HIPAA.
C. When only the use and disclosure of IIHI is carried out by Rutgers University in its
capacity as an employer (e.g. for personnel files) or an educational institution (e.g.
training), the information is not PHI and those functions are not subject to the privacy or
security regulations of the HIPAA privacy and security standards but the confidentiality
of the individual's health information is protected by other state and federal law or
university policy.

V. EXHIBITS
A

Declaration of Rutgers University as a Hybrid Entity
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Exhibit A
Rutgers University Declaration as a Hybrid Entity
The Health Insurance Portability and Accountability Act (HIPAA) privacy regulations (45 CFR
Parts 160 and 164); require that Rutgers University designate healthcare components covered
under HIPAA. The University is a hybrid entity, having both HIPAA covered components and
non-covered components. Non-covered components are not subject to the HIPAA
requirements governing privacy of protected health information (PHI). Rutgers University
Covered Entity (RCE) includes the following covered components:
1.
2.
3.
4.
5.
6.
7.
8.

Camden Health Services
Cancer Institute of New Jersey
Douglas Developmental Center
EOHSI Environmental and Occupational Health Sciences Institute
Emergency Medical Services
Employee Assistance (UBHC)
Ernest Mario School of Pharmacy
Graduate School of Applied and Professional Psychology (excluding selected departments
with no PHI).
9. Institute of Health, Health Care Policy and Aging Research (excluding New Jersey Health
Initiative Program)
10. Institute of Health, Health Care Policy and Aging Research - Center for State Health Policy
11. New Brunswick Health Services
12. New Jersey Medical School
13. Newark Health Services
14. Robert Wood Johnson Medical School
15. Rutgers School of Dental Medicine
16. School of Health Professions
17. School of Nursing
18. School of Nursing (Camden)
19. School of Public Health
20. University Behavioral HealthCare (UBHC)
21. Athletics
Central Administrative Services (to the extent necessary):
1.
2.
3.
4.

Enterprise Risk Management, Ethics and Compliance
Internal Audit
Office of the Senior Vice President and General Counsel
Parts of the Office of Research and Regulatory Affairs:
a. Institutional Review Board (“IRB”)
b. Research Integrity
5. Parts of the Office of Information Technology ("OIT”):
a. Departmentof Information Protection and Security
b. Messaging Services
c. IT Helpline
6. Records Management
7. Risk Management and Insurance Services
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